
Sysadmin mit 
NixOS
Matrix: @hax404:hax404.de
Mastodon: @hax404@chaos.social
EPVPN: HAX4 (4294)
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SaltStack
/etc/cron.d/icvpn-dns:
  file.absent

/etc/systemd/system/icvpn-dns.service
  file.managed:
    - source: salt://icvpn/files/icvpn-dns.service
    - user: root
    - group: root
    - mode: '0644'
    - require:
      - file: /usr/local/sbin/icvpn-mkdns

/etc/systemd/system/icvpn-dns.timer
  file.managed:
    - source: salt://icvpn/files/icvpn-dns.timer
    - user: root
    - group: root
    - mode: '0644'
    - require:
      - file: /usr/local/sbin/icvpn-mkdns

icvpn-dns.timer:
  service.running:
    - enable: True
    - require:
      - file: /etc/systemd/system/icvpn-dns.service

Aus: https://git.darmstadt.ccc.de/ffda/infra/salt/-/blob/master/icvpn/init.sls
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NixOS Pakete, Module
● https://github.com/NixOS/nixpkgs
● Letzten Monat >3000 gemergte Pull Requests
● Doku:

● https://search.nixos.org/options
● configuration.nix(5)
● https://nixos.org/nixos/manual/options (laden 

dauert!)
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Prinzipien
● Trennung von

● Programmen /nix/store

● Nutzdaten /var/lib, /home

● Configs /etc/nixos

● Secrets /run/secrets, /etc/secrets,
/var/lib/secrets
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Installation NixOS
● Installationsmedium

● Live-ISO
● Network-Boot (netboot.xyz)
● ein anderes Live-Linux (z.B. grml)

● manuelle Partitionierung und Formatierung
● künftiges / nach /mnt einhängen

● # nixos-generate-config --root /mnt
● erzeugt hardware-configuration.nix

● configuration.nix anpassen
● # nixos-install

● Abfrage vom Root-Passwort
● reboot
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hardware-configuration.nix
# Do not modify this file!  It was generated by ‘nixos-generate-config’
# and may be overwritten by future invocations.  Please make changes
# to /etc/nixos/configuration.nix instead.
{ config, lib, pkgs, modulesPath, ... }:

{
  imports =
    [ (modulesPath + "/profiles/qemu-guest.nix")
    ];

  boot.initrd.availableKernelModules = [ "ahci" "sym53c8xx" "xhci_pci" "sd_mod" "sr_mod" ];
  boot.initrd.kernelModules = [ ];
  boot.kernelModules = [ ];
  boot.extraModulePackages = [ ];

  fileSystems."/" =
    { device = "/dev/disk/by-uuid/cfc564d9-5ffb-457a-950a-1e6227c46b76";
      fsType = "ext4";
    };

  swapDevices =
    [ { device = "/dev/disk/by-uuid/d9870704-854c-4703-a42e-94082d5fa47e"; }
    ];

}
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SSH public keys

{
  services.openssh.enable = true;
  services.openssh.passwordAuthentication = false;
  users.users.root.openssh.authorizedKeys.keys = [
    "ssh-ed25519 [...] georg@rick"
    "ssh-ed25519 [...] georg@spock"
  ];
}



14 

Webserver mit Letsencrypt
{
  networking.firewall.allowedTCPPorts = [ 80 443 ];
  services.nginx = {
    enable = true;
    recommendedTlsSettings = true;
    recommendedOptimisation = true;
    recommendedGzipSettings = true;
    recommendedProxySettings = true;

    virtualHosts.“summer.hax404.de“ = {
      forceSSL = true;
      enableACME = true;
      default = true;

      locations."/".return = "301 https://www.hax404.de\$request_uri";

      locations."= /.well-known/matrix/server".extraConfig = ''
        add_header Content-Type application/json;
        return 200 '{ "m.server": "matrix.hax404.de:443" }\n';
      '';
    };
  };
  security.acme.acceptTerms = true;
}
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Webserver mit Webseite
{
  services.nginx = {
    virtualHosts."ip.hax404.de" = {
      serverAliases = [ "ip4.hax404.de" "ip6.hax404.de" ];
      forceSSL = true;
      enableACME = true;

      locations."/" = {
        extraConfig = ''
          ssi on;
          ssi_types text/plain;
        '';
        return = ''
          200 '<!--#echo var="REMOTE_ADDR" -->\n'
        '';
      };
    };
  };
}
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Webserver mit Webseite

{ pkgs, ... }:
{
  services.nginx = {
    virtualHosts."clock.hax404.de" = let
      segment_Clock = pkgs.fetchFromGitHub {
        owner = "fl0rp";
        repo = "7segment";
        rev = "6dd837497f919e25c98c8aa1f684965d278368c1";
        sha256 = "1np7hm84hlgyl861yczsld65n5rmf5fslzsrz0kpcs4h3g0c6czv";
      };
    in
    {
      forceSSL = true;
      enableACME = true;

      locations."/".root = "${segment_Clock}";
    };
  };
}
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Backups – Quelle
{
  services.borgbackup.jobs = {
    summer-borg = {
      paths = [
        "/etc/nixos"
        "/var/lib/knot"
        "/var/lib/murmur"
        "/var/lib/vmail"
      ];
      repo = "borg@jerry.hax404.de:/var/lib/borgbackup/summer-borg";
      compression = "auto,zstd";
      StartAt = "*-*-* 00,06,12,18:46:00";
      encryption = {
        mode = "repokey";
        passCommand = "cat /var/lib/secrets/borgbackup-summer.key";
      };
      extraCreateArgs = "--stats -v";
    };
  };
}
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Backups – Ziel

{
  services.borgbackup.repos = {
    summer-borg = {
      authorizedKeysAppendOnly = [
        "ssh-ed25519 [...] root@summer"
      ];
      path = "/var/lib/borgbackup/summer-borg";
    };
  };
}
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Wireguard
{
  systemd.network = {
    enable = true;

    netdevs.int_beth = {
      netdevConfig = {
        Kind = "wireguard";
        Name = "int_beth";
      };
      wireguardConfig = {
        PrivateKeyFile = "/var/lib/secrets/int_beth_wg.key";
        ListenPort = 42012;
      };
      wireguardPeers = [
        {
          wireguardPeerConfig = {
            PublicKey = "1TPr0Pz/mcNLF4eIfiuD7cfe9mDfTtQIQvf+8+uHWRU=";
            AllowedIPs = [ "0.0.0.0/0" "::/0" ];
          };
        }
      ];
    };
    networks.int_beth = {
      name = "int_beth";
      addresses = [
        { addressConfig = { Address = "172.23.136.34/32"; Peer = "172.23.137.194/32"; }; }
        { addressConfig = { Address = "fe80::1/64"; }; }
      ];
    };
  };
}
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sqlite in postfix

{
  nixpkgs.overlays = [
    (self: super: {

      # Enable sqlite in postfix
      postfix = super.postfix.override (oldAttrs: {
        withSQLite = true;
      });

    })
  ];
}
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SSH patchen
{ pkgs, ... }:
{
  programs.ssh.package = let
    sctpPatch = pkgs.fetchurl {
      url = "https://dev.gentoo.org/~chutzpah/dist/openssh/openssh-$
{pkgs.openssh.version}-sctp-1.2.patch.xz";
      sha256 = "1l7qyljcxz5lpv4mv8d9kmbg4sd0rm63nb4v16mb1ak5i4rn9r86";
    };
  in
  pkgs.openssh.overrideAttrs ( oldAttrs: {
    configureFlags = oldAttrs.configureFlags ++ [ "--with-sctp=yes" ];
    buildInputs = oldAttrs.buildInputs ++ [ pkgs.lksctp-tools ];
    nativeBuildInputs = oldAttrs.nativeBuildInputs ++ [ pkgs.autoreconfHook ];
    patches = oldAttrs.patches ++ [ sctpPatch ];
  });
  services.openssh.extraConfig = ''
    Transport all
  '';
}
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/etc/nixos
/etc/nixos

 ├── config
    │ ├── acme.nix zentralisierte ACME-Config mit DNS01-Challenge
    │ ├── boot.nix
    │ ├── borgbackup.nix Backups
    │ ├── container NixOS Container
       │ │ ├── alfred
          │ │ │ └── default.nix tmux-Weechat stack
       │ │ ├── dn42 dn42-Presenz
          │ │ │ ├── bird.nix bird2-config (BGP, babel)
          │ │ │ ├── default.nix
          │ │ │ ├── firewall.nix nftables
          │ │ │ ├── prometheus.nix
          │ │ │ ├── socat-helper.nix Hilfsservices für legacy IPv4-Gegenstellen
          │ │ │ └── vpn.nix wireguard, OpenVPN
      │ │  └── mpd
           │ │ └── default.nix remote Musikplayer (Anbindung ans dn42 und EPVPN)
    │ ├── default.nix
    │ ├── distributed-builds.nix Freigabe als remote-Builder
    │ ├── firewall.nix nftables
    │ ├── gopher.nix gopher-Presenz
    │ ├── knot.nix Master und Slave, sowie DNS-Server für DNS01-Challenge
    │ ├── localization.nix defaultLocale=en_DK.UTF-8; timeZone=“Europe/Berlin“; keyMap=“neo“;
    │ ├── mail.nix postfix, dovecot, rspamd, fetchmail
    │ ├── matrix.nix synapse homeserver
    │ ├── murmur.nix mumble.hax404.de
    │ ├── networking.nix Netzwerk-Config, NDP-Proxy
    │ ├── nginx.nix Webserver, reverse-Proxy
    │ ├── programs.nix Standardprogramme, u.A. vim, tmux, mtr, tcpdump, ncdu
    │ ├── prometheus.nix node-exporter
    │ ├── radicale.nix Kalender
    │ ├── ssh.nix
    │ ├── syncthing.nix Ordnersynchronisierung
    │ └── upterm.nix Terminalsharing über SSH

 ├── configuration.nix
 └── hardware-configuration.nix
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Änderungen anwenden

build test switch boot

Config bauen ✔ ✔ ✔ ✔

Config direkt 
anwenden

✔ ✔

Config in 
Bootloader 
eintragen

✔ ✔

# nixos-rebuild ...

# nixos-rebuild switch --upgrade

# nixos-rebuild test   # sleep 300 && reboot

# nixos-rebuild -I nixpkgs=git/nixpkgs switch
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Rollback über Bootloader
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Rollback über Bootloader
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Rollback über Bootloader
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