
All you need to 
know about 
bitcoins (and 

some)

md@gonium.net

mailto:md@gonium.net
mailto:md@gonium.net


Bitcoin

-Buchhaltung, kein 
Geld
-P2P-System, keine 
zentrale 
Komponente
-Open Source



Double Spending





Quelle: http://bitcoin.org/bitcoin.pdf

2. Transactions

We define an electronic coin as a chain of digital signatures.  Each owner transfers the coin to the 

next by digitally signing a hash of the previous transaction and the public key of the next owner 

and adding these to the end of the coin.  A payee can verify the signatures to verify the chain of 

ownership.

The problem of course is the payee can't verify that one of the owners did not double-spend 

the coin.  A common solution is to introduce a trusted central authority, or mint, that checks every 

transaction for double spending.  After each transaction, the coin must be returned to the mint to 

issue a new coin, and only coins issued directly from the mint are trusted not to be double-spent. 

The  problem with  this  solution  is  that  the  fate  of  the  entire  money  system depends  on  the 

company running the mint, with every transaction having to go through them, just like a bank.

We need a way for the payee to  know that the  previous owners did not  sign any earlier 

transactions.  For our purposes, the earliest transaction is the one that counts, so we don't care 

about later attempts to double-spend.  The only way to confirm the absence of a transaction is to 

be aware of all transactions.  In the mint based model, the mint was aware of all transactions and 

decided which arrived first.   To accomplish this without a trusted party, transactions must be 

publicly announced [1], and we need a system for participants to agree on a single history of the 

order in which they were received.  The payee needs proof that at the time of each transaction, the 

majority of nodes agreed it was the first received. 

3. Timestamp Server

The solution we propose begins with a timestamp server.  A timestamp server works by taking a 

hash  of  a  block  of  items  to  be  timestamped  and  widely  publishing  the  hash,  such  as  in  a 

newspaper or Usenet post [2-5].  The timestamp proves that the data must have existed at the 

time, obviously, in order to get into the hash.  Each timestamp includes the previous timestamp in 

its hash, forming a chain, with each additional timestamp reinforcing the ones before it.
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4. Proof-of-Work

To implement a distributed timestamp server on a peer-to-peer basis, we will need to use a proof-

of-work system similar to Adam Back's Hashcash [6], rather than newspaper or Usenet posts. 

The proof-of-work involves scanning for a value that when hashed, such as with SHA-256, the 

hash begins with a number of zero bits.  The average work required is exponential in the number 

of zero bits required and can be verified by executing a single hash.

For our timestamp network, we implement the proof-of-work by incrementing a nonce in the 

block until a value is found that gives the block's hash the required zero bits.  Once the CPU 

effort  has been expended to make it  satisfy the proof-of-work, the  block cannot  be changed 

without redoing the work.  As later blocks are chained after it, the work to change the block 

would include redoing all the blocks after it.

The proof-of-work also solves the problem of determining representation in majority decision 

making.  If the majority were based on one-IP-address-one-vote, it could be subverted by anyone 

able  to  allocate  many  IPs.   Proof-of-work  is  essentially  one-CPU-one-vote.   The  majority 

decision is represented by the longest chain, which has the greatest proof-of-work effort invested 

in it.  If a majority of CPU power is controlled by honest nodes, the honest chain will grow the 

fastest and outpace any competing chains.  To modify a past block, an attacker would have to 

redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the 

work of the honest nodes.  We will show later that the probability of a slower attacker catching up 

diminishes exponentially as subsequent blocks are added.

To compensate for increasing hardware speed and varying interest in running nodes over time, 

the proof-of-work difficulty is determined by a moving average targeting an average number of 

blocks per hour.  If they're generated too fast, the difficulty increases.

5. Network

The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.

2) Each node collects new transactions into a block.  

3) Each node works on finding a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes.

5) Nodes accept the block only if all transactions in it are valid and not already spent.

6) Nodes express their acceptance of the block by working on creating the next block in the 

chain, using the hash of the accepted block as the previous hash.

Nodes always consider the longest chain to be the correct one and will keep working on 

extending it.  If two nodes broadcast different versions of the next block simultaneously, some 

nodes may receive one or the other first.  In that case, they work on the first one they received, 

but save the other branch in case it becomes longer.  The tie will be broken when the next proof-

of-work is found and one branch becomes longer; the nodes that were working on the other 

branch will then switch to the longer one.
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Demo



Geld: Versprechen

-Versprechen, in 
Zukunft damit 
$Dinge kaufen zu 
können
-Kein direkter Wert



Münzgeld

-Materialwert
-Goldklau, Riffel am 
Rand
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Heute: Fiat-Geld

Quelle: https://upload.wikimedia.org/wikipedia/commons/3/3c/USNotes.jpg
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Bretton Woods (nach 45)



Ab 1970: Freie 
Wechselkurse
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Bitcoin’s known 
issuance schedule is 
proving to be a 
welcomed alternative to 
government fiat. 

 
Recent events have led 
many to reconsider 
their rights to privacy. 

FIGURE 2 - EFFECTS OF MONETARY EASING

 

For  many,  bitcoin’s  planned  and  publicly-known issuance schedule has 
become a welcomed alternative to politically-driven government fiat. This 
has proven true as the market reacts to central bank announcements, 
meaning that in addition to a leap forward in payment technology, bitcoin 
may be developing into a much-needed thermometer of global discontent 
with central banks. 

Privacy Invasions 

Recent  months  have  been  filled  with  discussions  about  citizens’  right  to  
privacy from their governments. The leaked documents by Ed Snowden 
about  the  NSA’s  PRISM  program  has  been  the  centerpiece  of  the  discourse,  
though the conversation extends much further. In particular, similar 
discussions around financial privacy have been a long-time driver of bitcoin 
adoption. 

Used largely for online narcotics purchases in its early days due to its 
ability to be transferred anonymously, bitcoin has since served as a means 
of financial freedom for those desiring transactions free of regulatory 
oversight for any reason. The use cases for this reach far beyond illicit 
purchases as anti-money laundering regulations have led to account 
freezes and transactional hurdles at countless banks and payment 
processors. 

Bitcoin has also become a way for global citizens to express their voice 
without fear of prosecution. Donations to Wikileaks, US whistleblowers 
and a host of other entities fighting against governmental offenses have all 
been made possible by bitcoin. 
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Keynes vs. Hayek
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Quelle: http://bitcoin.org/bitcoin.pdf

8. Simplified Payment Verification

It is possible to verify payments without running a full network node.  A user only needs to keep 

a copy of the block headers of the longest proof-of-work chain, which he can get by querying 

network  nodes  until  he's  convinced  he  has  the  longest  chain,  and  obtain  the  Merkle  branch 

linking  the  transaction  to  the  block  it's  timestamped  in.   He  can't  check  the  transaction  for 

himself, but by linking it to a place in the chain, he can see that a network node has accepted it, 

and blocks added after it further confirm the network has accepted it.

As such, the verification is reliable as long as honest nodes control the network, but is more 

vulnerable  if  the  network  is  overpowered  by  an  attacker.   While  network  nodes  can  verify 

transactions  for  themselves,  the  simplified  method  can  be  fooled  by an  attacker's  fabricated 

transactions for as long as the attacker can continue to overpower the network.  One strategy to 

protect against this would be to accept alerts from network nodes when they detect an invalid 

block,  prompting  the  user's  software  to  download  the  full  block  and  alerted  transactions  to 

confirm the inconsistency.  Businesses that receive frequent payments will probably still want to 

run their own nodes for more independent security and quicker verification.

9. Combining and Splitting Value

Although it  would be possible to handle coins individually, it  would be unwieldy to make a 

separate  transaction  for  every cent  in  a  transfer.   To  allow value  to  be  split  and  combined, 

transactions contain multiple inputs and outputs.  Normally there will be either a single input 

from a larger previous transaction or multiple inputs combining smaller amounts, and at most two 

outputs: one for the payment, and one returning the change, if any, back to the sender.  

It should be noted that fan-out, where a transaction depends on several transactions, and those 

transactions depend on many more, is not a problem here.  There is never the need to extract a 

complete standalone copy of a transaction's history.
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Figure 2: An example abstract blockchain. The genesis (first) block is on the
left. Mining occurs on the longest branch of the branching tree. Other branches
and branches with invalid blocks are ignored.

The specific proof-of-work in Bitcoin is taken from Hashcash [3]. The di�culty
of the proof-of-work puzzle is adjusted periodically by an adaptive algorithm
based on the recent block chain history to maintain the long-term invariant
that one new block be mined every ten minutes on average.

The mining mechanism has the property that if there are two branches of
the tree, with a separate group of miners growing each branch, then the branch
whose miners have more computational power will grow more quickly5. In a
sense, miners vote for a branch by devoting their mining e↵ort to extending it,
and the Bitcoin rules say that the longest branch should be treated as the only
valid one.

When a user Alice wishes to transfer Bitcoins to Bob, she creates and signs
a transaction object and broadcasts it to her peers in the Bitcoin peer-to-peer
network. The peers then rebroadcast it, e↵ectively flooding the network with
all known pending transactions.6 All of the miners (that is, players who also
elect to mine) then attempt to create a new block with the pending transactions
they know about.

New Bitcoins can only be created via the mining process. Each miner adds
to their prospective block a special transaction creating a number of reward
Bitcoins which may be paid to anyone (but which typically are paid to the
miner). This provides an incentive for miners to engage in mining. The number
of Bitcoins created this way is adjusted on a predetermined schedule in which the
reward is halved each time 210000 more blocks have been mined. The original

5
Because miners search randomly for puzzle solutions, a branch supported by fewer mining

resources might happen to grow faster in the short run, but in the long run the branch with

more resources will always win. Prudent Bitcoin participants will wait for a while before

accepting one branch as valid, to eliminate the possibility that the longest branch is short-

term lucky and will lose in the long run. Karame, Androulaki, and Capkun [16] describe

attacks that are possible if participants do not wait.

6
But see Babaio↵ et al. [2], which posits that if a transaction has a transaction fee, this

transaction flooding itself might not be incentive-compatible. In Section 4.2, we examine the

issue of incentives from transaction fees from a di↵erent perspective, arguing that such fees

might not be a reasonable basis for the mining game.

The Twelfth Workshop on the Economics of Information Security (WEIS 2013)

Washington, DC, June 11-12, 2013
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Kroll et al, “The Economics of Bitcoin Mining, or Bitcoin in the Presence of Adversaries”
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Despite near-majority 
computational power, 
mining pools continued to 
act in the interest of the 
network. 

 
ASICMiner began solo to 
help distribute mining 
power. 

 

FIGURE 14 - NETWORK SPEED AND DIFFICULTY SINCE SEPTEMBER 2012  
(VIA BITCOIN.SIPA.BE) 

 

Centralization of mining power is a continuous concern within the bitcoin 
community because of the increased risk of a 51% attack, allowing for 
double-spends and other security compromises. There were several 
scares as BTC Guild, the largest mining pool, approached 50% of the 
network speed in March and April. It would be self-destructive to 
perform a double spend, since the security and value of the currency 
would be compromised, so it is not surprising to see that no attacks were 
made.  

A  vast  majority  of  BTC  Guild’s  
speed was due to ASICMiner 
using their pool. After the 
50% scare ASICMiner began 
distributing some of their 
power to BitMinter to reduce 
centralization. Towards the 
end of May ASICMiner began 
solo-mining, which has 
resulted in the most 
decentralized mining 
network in several years, as 
shown on the chart on the 
right. 

FIGURE 15 - MINING POOL NETWORK SHARE (VIA 
BLOCKCHAIN.INFO) 

Quelle: The Genesis Block, 2013 Midyear Review & Outlook 

http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf


CAN HAZ BTC: OTC



CAN HAZ BTC: Börse



CAN HAZ BTC: kondoco.in

As seen on



Mid-Year Review and Outlook 
July 15, 2013 

 
1 The Genesis Block 

Digital currency research and data 

 

 

 

 

 

The monetary freedom 
offered by bitcoin is 
becoming increasingly 
valuable. 

 

 

 

 
Global instability in 
recent years has led to a 
reduction in trust of 
many financial 
institutions. 

 

 

 

 

 

 

 

 

 

 

Macro Trends 
To  understand  bitcoin’s  role  in  the  first  half  of  2013,  one  must  understand  
the macro trends driving its recent adoption. All of the below topics have 
existed for years, but have recently re-emerged to the forefront of global 
attention. 

Capital Controls 

Freely  transacting  with  one’s  money  is  an  ability  many  take  for  granted  
until it is stripped from them. As governments and banks around the world 
face economic desperation, global citizens are increasingly subject to 
restrictions on transfers and withdrawals from traditional banking 
institutions.  

The fear of such actions has driven many to adopt bitcoin over the past six 
months for its unique ability to be sent anywhere in the world for little or 
no cost, without an intermediary party able to restrict those capital flows. 
Highlighting this phenomenon are a number of specific instances this year. 

Cyprus 

As  condition  for  receiving  a  much  needed  €10B  bailout  from  the  EU  and  
IMF, a number of Cypriot banks were required to shave large sums from 
customer deposits and convert them into financial instruments to support 
the banks. To enforce this, the banks heavily restricted customer 
withdrawals and transfers. Depositors in other EU nations and around the 
globe saw this model as a potential template for future events, creating 
one of the most important macro  events  in  bitcoin’s  history. 

FIGURE 1 – 2013 USD/BTC EXCHANGE RATE 
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Bitcoin’s  correlation with 

USD has directly inverted 

since June 19 when Ben 

Bernanke began to 

discuss tapering asset 

purchases. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As An Asset Class 

Bitcoin has a long road ahead towards finding its place in the global 

macro environment. Yet, despite the fact that it remains a relatively 

immature asset class still subject to volatility, bubbles, and occasional 

manipulation, some correlations with other major financial assets are 

beginning to take shape. 

As the first potentially viable, non-centrally issued currency, we were 

surprised to see a remarkably high correlation between BTC and the USD 

in June. As we noted at the time, bitcoin seemed to spend most of 2Q13 

making gains during risk-off periods, serving as an alternative for those 

averse  to  the  USD’s  susceptibility  to  inflationary  central  policy,  despite its 

significant volatility. 

That correlation flipped a full 180 degrees immediately after Ben 

Bernanke signaled that the Fed may begin to taper its $85 billion per 

month asset purchases on June 20. From May 1 until that date, BTC and 

USD shared a 0.76 correlation. That correlation has since shifted to 

become almost completely inverse at -0.88 through mid-July. As a small 

market, bitcoin is still heavily influenced by individual micro events, but 

traders are clearly paying attention to major macro headlines as well. 
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Mt. Gox continues to lose 

footing in the USD 

market. 

 

 

 

 

 

 

 

 

After a series of key 

players leaving the 

market, Mt. Gox and BTC-

DE absorbed their share 

of trading volume. 

FIGURE 11 - USD / BTC EXCHANGE MARKET SHARE BY VOLUME 

 

FIGURE 12 - EUR / BTC EXCHANGE MARKET SHARE BY VOLUME 
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BTC ausgeben
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BTC: Experiment++

-Dezentral
-Keine Geldmengen-
politik
-Minimale 
Transaktionskosten
-nicht per se anonym


